50, will be treated as malpractice.

Important Note : 1. On completing your answers, compulsorily draw diagonal cross lines on the remaining blank pages.
2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8

USN LY 17EC744
Seventh Semester B.E. Degree Examination, Jan./Feb. 2021
Cryptography
Time: 3 hrs. . % . Max. Marks: 100
Note: Answer any FIVE full questions, choosing ONE full question lﬁigﬁmch module.
Module-1 , s
1 a. What is Divisibility? Explain the d 'Szisjon algorithm with suitable example. (06 Marks)
b. Explain with examples the prop(;;ijti%s of modular Arithmetic. . (06 Marks)
c. Write a note on Finite field of thé%l:orm GE(P). ) (08 Marks)
OR <=
2 a. Write the Arithmetic ag ition modulo and multip’ii&ﬂtfon module for GF (2%). (06 Marks)
b. With suitable exqmpl@?’,””é*xplain the polynomial Arifﬁmetic with co-efficient in Zp. (08 Marks)
c. What are Groug%z Explain in detail with r%s@ﬁ%t to its properties. (06 Marks)
‘ ,eé‘\% & ) 4 %W?WZ #
3 a With qﬁe‘at sketch, explain the mgdelﬂof symmetric cryptosystems. (06 Marks)
b. For.the keyword “ELECTRONICS”, Give the reipher text for the plain text
“COMMUNICATION ENGINEERING”, using play*fair cipher. Explain the rules for play
fair cipher. (10 Marks)
c. Explain with an example,how the transposition‘technique is used to eonvert PT to CT.
N, o & (04 Marks)
OR -
4 a. What is Stegnography? Explain dlffqt%; methods adopted-in stegnography. (06 Marks)
b. Explain simpﬁﬁé“d DES algorithm, w%h 1 neat block diagram. (08 Marks)
c. Explain withssuitable sketch, the coneept of Feistel efieryption and decryption. (06 Marks)
P, P, S
, Module-3+
5 a List'and explain the alg“o%lﬁt;hm and characteristics implementation and AES. (08 Marks)
b.«Explain the Key-BlocksRound combination.analysis in AES. (06 Marks)
€.~ Explain the concept 3f‘“AES encryption 9$§in‘fgle Round stages. (06 Marks)
N AL
V4% P wai
Ny, 3 w5 OR
6 a. Explain in detail the nonlinear shift Register. (06 Marks)
b. Write an explanatory note 'on Linear Feed Back Shift Registers. (10 Marks)
C. (04 Marks)
7 a. Find the GCD '*"()%j(gl970, 1066) using Euclid’s method. (04 Marks)
b. With suitable explanation prove Euler’s theorem. (07 Marks)
c. Explain Chaises Remainder Theorem and its features. (09 Marks)
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OR {
Explain the complete steps involved for encryption k%y%*éneratlon and Decryption for RSA
algorithm. - (08 Marks)
What is Key Management? Explain DH key exchangé mechamsm (08 Marks)
Users A and B use the DH key exchange fechnique. A common prlme Q=353 and a
primitive root a = 3, If A select private key*X4 = 97 and B selects p ivate key Xp = 233,
then, what is public key Y A of A and ppgﬁ%%ﬁ:ey Ys. Calculate sharg cret key ‘K’.

i (04 Marks)
%ﬁ% Module-S (o !
What are one way Hash Func‘i%ps‘? Explain in detail one May hash function using symmetric
block algorithms. ¢ (08 Marks)
Write an explanatory %@g ; (06 Marks)
Briefly explain the seeuri (06 Marks)
%ﬂ% &
‘\«%“

Explain in, e‘tall Direct Digital Signature and Arbitrated Digital Signature. (08 Marks)
Explamwl isuitable sketch, Discrete Eogarithm signature scheme. (06 Marks)

Brlegé explain the signing and vmffﬁmg the Digital Slggm:ure Algorithm (DSA). (06 Marks)
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